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Eve's “Venn of Identity”
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Phishing-resistant

authentication and attribute

sharing though client; 

“card” paradigm; 

requires WS-Trust;

can front-end

various SSO systems

CardSpace

Credits

From an original idea by: Paul Madsen

'Three standards' paradigm  by: Johannes Ernst

Synthesis by: Eve Maler  



Paul's Rejoinder

OpenID, SAML, WS-*,
ID-WSF, ID-FF, WS-Fed,
Shibboleth, Yadis, iSSO,

CardSpace, XRI/XDI,
OAuth, XACML, CARML..

OASIS, OpenID
community, Liberty

Alliance, IETF, W3C,
Identity Commons,

ITU, Internet 2,
Google groups...

User-centric,
VRM, enterprise,

mobile...

“[Specification], defined by [Spec Definition Body], has 
been optimized to support [Use Case] identity. Work is under 
way to create software libraries at [Open Source Project]. 
There will be an interop demonstration of [Specification] and 
[Specification] working together, as profiled at [Metasystem 
Initiative] at [Conference/Meeting]. Meanwhile, bickering 
continues on [Discussion Group].”

Bandit, Higgins, Shibboleth,
OpenLiberty, OpenID for

PHP, OpenSAML,
ZXID, SimpleSAMLphp...
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continues on [Discussion Group].” Concordia, OSIS...

Catalyst, RSA,
DIDW, IOS, IIW... ID Gang, OpenID

general... Adapted from Paul Madsen's ConnectID



Robin's 'Venn of Identities'

● Intra-enterprise IDM

● Inter-enterprise federation

● Contractual liability frameworks

Characterised by relatively mature 
notions of registration/verification and 
liability.

Often highly regulated (Basel II, S-Ox, 
AML/KYC), although sometimes with 

Enterprise

Public Sector 

Social 
Networking

AML/KYC), although sometimes with 
strange cost-benefit equations.
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● Data-sharing strategy

● Commercial sub-contractors

● “Gold Standard” of Identity? 

● Market-leading technology and governance?

● The mystery entrants...

VR



PPEG's observations (1)

• What's the problem?

• We see:• We see:
> Implementers confused by complex technical landscape
> Technologists challenged by policy/compliance requirements   

(Data Protection, Privacy Law, Fair Use...)
> Policy-makers frustrated by technology (“Why can't privacy be 

baked in at the technology layer?”)
> Customer frustration (“Why does all this technology still not address 

the problem space?”)
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the problem space?”)

Credits:

Peter Lord, Oracle Corp

(co-chair, Liberty Alliance

Public Policy Expert Group)



PPEG's observations (2)

ID Theft

“Data/PII Ownership”
(State)

ID Cards
“Meta-system”

The broader landscape and “second-order” 

ID Theft

Social networking
Privacy

Trust

F-PIA Natural Persons,

Legal Persons

Virtual Persons

Cross-sector

liability

“Identity selectors”

Social networking
Personal 

User Agents

Compliance and

Governance

Identity and 

Other Entities
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Terminology, conceptual framework

Balance of technology, policy and commercial factors

The broader landscape and “second-order” 
concepts 
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