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The Situation

® a new paradigm shift, that of Identity, is emerging

® As the attributes and “reputations” of human individuals and communities become

ever more important, “identities” will come to act as the “nodes” through which
business transactions take place.

® Now the regulators are prescribing “identity” as a mechanism to re-establish some
degree of control and individual accountability in business.

® the emphasis on identity as a central organising principle for
the shifting aspects of our lives is transformational

® existing models are being stretched to their design limits

® narrow, silo-ed approaches to navigating our changing
realities are attempting to build on foundations that simply
cannot support the new reality
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A Complexity: Perspective

Relationships are non-linear — cause and effect
separate

Relationships contain amplifying or damping
feedback loops

Complex systems are open — and far from
equilibrium

The Web is an open and essentially unbounded
space where people are becoming the nodes

Each participant in an identity chain has its own
perspective and wants to own its own data

There is no single owner of identities, logical
identities have a physical grounding in our
emotional selves — Whether we like it or not

® A single centralised IdM solution is not practical

® The more thought you apply to an open and dynamic
world the more complex it becomes...




A Complicated: Perspective

® Systems which can be analysed
completely and accurately, even
though they may consist of a large
number of components and perform
very sophisticated tasks.

® Complicated systems can be given
an exact description

® Complex systems defy description
because of intricate non-linear
relationships and feedback loops
that exist in the system

The Frofessoc’s imvention for peeling polaioes.

“A complex system is one that by
design or function or both is
difficult to understand and verify”
(Weng, Bhalla and lyengar)
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A Complicated: Perspective
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Extended Community

Federation Dynamic Federation

..Is intricate, and complicated, but
manageable especially if the _is chaos
garden is carefully tended to..




Closed Communities can be large (Complicated) but not

Open (Complex)

Each participant in an identity chain
IS a member of defined communities
that reflect their context.

Those communities in turn have their
own perspectives and want to own
their own data

There is no single owner of identities,
but some naturally occurring
authoritative watering holes for home
immediate advantages accrue for
fixing the problem

Defining the community is about
understanding the Business Process
and Workflow

Extensibility is a function of capital
cost and return on investment
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Closed Communities can be large (Complicated) but not

Open (Complex)

Simple,
Inexpensive
But low value
5
Simple
4 Access
Value 3
2
1

Varying Degrees

of Complicated..
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Open, Complex,
expensive

Dynamic
Federation

$readth 4 AppS

Breadth of Users

Traditional Enterprise IDM

Complexity

SOA Enterprise IDM

The reason there is less
value here than we
thought There would be
is partly that the value of
the transaction is driven
by its data sensitivity
which is an authorisation
process - To what degree
must the authentication
Process be aligned with
the Authorisation
process




Fit of Enterprise IdM versus FIM

Problem Formulation

User Type Partner Network Single Hub (closed community) Multi Hub (closed community)
Employee N/A Enterprise 1dM Enterprise 1dM plus FIM with shared
Enterprise IdM IdP
Internal contractor (in lieu of N/A Enterprise 1dM Enterprise 1dM plus FIM with shared

employee)

Enterprise IdM I1dP

Multiple External contractor

N/A (Specific relationship implying
single hub)

Enterprise 1dM or FIM with shared

Enterprise IdM IdP (you may have a

limited right or permission in either
context)

FIM with shared Enterprise IdM IdP

Recurring trading partner

N/A (sessions with other
Partners in the network, not
The network itself)

Enterprise IdM or FIM with shared
Enterprise 1dM IdP ( a limited right or
permission again, either SAML or
formal policy)

FIM with shared Enterprise IdM IdP

Recurring consumer / citizen

FIM (because consumers and
citizens travel across the network and
engage with many providers)

FIM (Transactional context at the
very end of the supply chain as a
buyer)

FIM (because consumers and
citizens travel across the network
and engage with many providers)

Ad hoc consumer / citizen

FIM (because consumers and
citizens access the network and the
network wants persistence)

N/A (you can access the site, | don't
keep any record, and transact
pseudonymously, more targeted than
partner network)

N/A (more of a peer organization so
less interest in persistence)




Being “Truly Connected” = Truly Integrated IDs

Services
Professional Entertainment
Enterprise Communications
Personal Information
Delivered everywhere, all the time, with customised formats on the right device

The key to making this happen is truly federated ID S




Bringing the Individual (& their ID) to the “Centre”
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Converged services are ultimately a product of the underlying technologies, it is essential to
keep in mind that these are services that are seeking to meet the multiplicity and possibly
contradictory needs of the various stakeholders and interested parties

HP — bringing the individual to the centre




Servicing Personal Agile Clients; Beyond the Silo’s

-Device and Network freedom

o0Any device — fewer is better
oAny network
oAdaptive to both Network and
device based on Individual’s
need

- Secure

oldentity validation, accountability

oSecure communication
oCost effective unobtrusive
- Cost

oPrice for value
oCost aggregation

- Individualised

oPersonalised — My Persona

-Complete

oApplication transparency
oCustomised — My Life — Home &
Work

- Content

oValuable and meaningful
oRendered for the device

- Simple

oConsistent and easy to use
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“Few people are capable of
expressing with equanimity opinions
which differ from the prejudices of
their social environment. Most people
are even incapable of forming such
opinions.”

Albert Einstein




Limitations on Partisan Approaches

Most current technological approaches are focused
more on:

a particular business strategy,
political motive, or
sunk cost of legacy IT systems

than on solving the core problem of making technology
transparent and accountable for the human negotiation
of information exchange.

What is clear is that none of the current approaches

IS yet based on sufficiently deep and strong conceptual
foundations

to enable the emergence of a loosely-coupled, complex,
large-scale and adaptive Identity Web.




Who are the Partisans?

Business
Enterprise
Business to “consumer”
Content provider
Technology vendors

Systems integrators &
consultants

Security industry

Standards
Open applications

Government




“If | had asked
people what they
wanted, they
would have said
faster horses.”

Henry Ford




Where Are We Going?

the integrated Identity Web will reflect
a step-change of IT focus from machine to man,

where IT entities and processes become transparent to
underlying human perceptions of identity and processes of
human interaction.

This is a different mindset

Requiring quite different supporting architectures and
processes, from anything that has gone before, and

challenges us to re-invent almost everything we do and
everything we are.




Four Central Themes

1. The network Is evolving from a closed to an
open system, gaining a degree of capability
hitherto unimagined

The concept of network is extending beyond
physical and logical reality to incorporate

concepts of community and subjective point-of-
view.

Increasingly, the network is morphing into the
ldentity Web.




Four Central Themes

1. The network is evolving from a closed to an open system,
gaining a degree of capability hitherto unimagined.

2. The value and importance of data and information__ grows
with every passing day.

The power of machine-extended human thought is
transforming data into information into intelligenc e.




Four Central Themes

1. The network is evolving from a closed to an open system,
gaining a degree of capability hitherto unimagined.

2. The value and importance of data and information grows with
every passing day.

3. The central place of identity within societal change is
becoming increasingly clear.

The social, cultural and legal implications of a so ciety that is
transparent to identity are requiring us to:

re-examine the relationship between the physical, |  ogical
and psychological aspects of our reality, and

to re-assess the nature of our relationships with o thers in
a pervasively-wired world.




Four Central Themes

1. The network is evolving from a closed to an open system,
gaining a degree of capability hitherto unimagined.

2. The value and importance of data and information grows with
every passing day.

3. The central place of identity within societal change is becoming
Increasingly clear.

4. A continuing dissolution within society of traditional
community structures is being offset by a nascent r e-
iInvention of community, unlimited by physical const raints
and focused primarily on intellectual and emotional
affinities.




Four Principles to Solving the Problem

1. Data-model evolution

sufficiently flexible and powerful to
allow for information exchange
across diverse data descriptions of
similar information

Human communication: a
dialectic interplay of data and
identification

Data-value spirals

Towards a human-like data model
for technology




Four Principles to Solving the Problem

2. Network convergence

must be pervasive network convergence;

Network convergence: towards a holographic model
for digital communication

devices must

become an extension of the network, and

behave more dynamically in their relation to
people and their connection to networks and

with data




Four Principles to Solving the Problem

3. ldentity - Ecosocial change

Social, cultural and legal changes must
iIncrease society’s transparency to;

human identity, and

friendliness to community-
participation,

in the context of an increasingly-fluid
landscape for information exchange.




Four Principles to Solving the Problem

4. |dentity-transparent
technology

ability of technology to mediate
human perceptions of identity must
mature to embody a degree of
richness and intelligence that hitherto
has not been considered.

Analytic methodologies must be
evolved to bridge the conceptual gap

] L
between objective Data and ] d cll t I ty

subjective Identity. Sﬂl’:i Ety
www.ldentitysociety.org




CONCLUSIONS

|dentity falls into two
categories

Dynamic
Federation

|dentity
Management

There is a huge gulf,
an “event horizon”
between the two

We are limited in our
thinking by history
and capital sunk
cost

We are inhibited by
commercial, political or
technical prejudice and self
Interest

|dentity will be about
Ontology's, Semiotics and
Semantics, social, legal,
cultural and organic....

No two Businesses are
the same

No two business
communities are
the same...

NO one person knows
everything about
|dentity.

We have tended to
throw a lot of “learning
money” at IT problems
— this one is a black
hole




