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Agenda

� PKI

� Security

� PKI’s role in security
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Explaining PKI
� Alice & Bob

� Pen & ink

� PKI for dummies…
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PKI for dummies (1)
� Getting a certificate
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PKI for dummies (2)
� Using certificates
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Interim Conclusions
� PKI isn’t for dummies

� If it has a role, keep it “under the hood”
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Multi-application cards
� Convenient for users

� Difficult to manage

� Privacy concerns

� Can be made “secure”

Card

E-purse Health

Pay Balance Allergy STD
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Life is made of 2 x 2 s

F1
Terminal

F1
Card

F2
Terminal

F2
Card
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Can this function happen?

� CARD

� What do I know about:

� my ‘holder’

� the terminal

� its operator?

� TERMINAL

� What do I know about:

� my operator

� the card

� its holder?
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Ahead of their time…

Knowing me, knowing you…
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3-factor authentication
� Something you have

� Something you know

� Something you are

3862



7

Neil McEvoy Smart Health Cards 2001

13Digital Identity Forum 2001

Biometrics
� Need a degree of supervision

� Relatively expensive equipment

� Good for authentication

� Less good for identification

If you’re seeking 1 person per 100,000, a 99% accurate biometric will
produce produce 1000 false positives for every true positive
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Secure Access Module
� All security critical terminal functionality

implemented once

� Less work

� More control

� Implement in smart card
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Mutual authentication

� PKI one option for key distribution, secure
messaging

Card SAM

Context

Card management

Crypto keys Crypto keys
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Ancillary crypto services
� Given mutual authentication

infrastructure, can do:

� Encryption

� Digital signature
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Conclusion
� General public will never understand PKI

� Confusion = insecurity

� PKI is a technical solution to a technical
problem

The most important letter in
PKI is ‘I’

The least important is ‘P’


